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Abstract—Data Mining extrapolates patterns drawing 

conclusions from data.  Outliers detection identifies those objects 

that fall some standard deviations away from the mean and is an 

important tool of commercial data mining.  Characterizing the 

manner of outliers can lead to new knowledge, such as the manner 

of fraudulent transactions. However, outliers may represent 

meaningless aberrations and hence there is no rigid mathematical or 

statistical definition of what constitutes an outlier, and, in many 

scenarios, determination of the outlier is ultimately a subjective 

exercise. Standard deviation is a central actor in outlier detection 

and yet exhibits sensitivity to values and can be distorted, inflated, 

by a single or even a few observations of borderline and extreme 

values. It can mask the situation where less extreme outliers or 

anomalies go undetected because of the existence of the most 

extreme outliers. This study proposes a novel outlier identification 

model using an enhanced normal distribution method. The model 

can explore different types of outliers giving an end-user the ability 

to fully or partially eliminate outliers found in a retail point of sale 

(POS) dataset. Experiments revealed that the enhanced normal 

distribution method appeared more accurate than the standard 

normal distribution method, and results were also evaluated 

subjectively by the client, who found most of the outliers to be truly 

outliers and some representing potentially fraudulent transactions. 

Keywords—Noise and Outliers; POS; Normal Distribution 

I. INTRODUCTION 

Outlier detection is the subject of much activity [24-30]. 
Advances in data collection and acquisition have created a 
plethora of data that potentially includes valuable information 
that can be exploited by government or retailers and other 
areas such as scientific research. The retail industry processes 
a vast amount of point of sales (POS) transactions daily. 
Although the vast majority of these transactions are correct, 
honest, and complete, a growing number are dishonest, rare or 
exceptional while others contain errors, which are usually 
called outliers and can result in merchandise and money loss. 
The presence of outliers in the database means that analysis of 
the data collected is not limited to the theory or model that is 
proposed: it affects our ability to interpret the statistical or 
model tests.  

Knowledge discovery in data mining can be grouped into 
four rough categories: classification, clustering, dependency 
detection, and outliers detection, with outlier detection 
sometimes valuable to intrusion detection, medical diagnosis, 
and fraudulent transactions [1]. Our aim here is to identify 
suspicious transactions.  

The difficulty is that fraudsters come in diverse forms and 
are also adaptive.  They will normally look for ways to avoid 
detection. Outliers detection approaches are often effective 
because, unlike with supervised learning analysis, the rare 
patterns are highlighted and scenarios not seen and perhaps 
not captured in training data. Outliers or extreme values that 

deviate from most observations are in some sense 
exceptionally far from the mainstream of data [2]. Such 
outliers objects often contain information about untypical 
system behavior. An exact definition of an outlier often 
depends on hidden assumptions regarding the data type, 
structure and applied outliers detection method. Yet, some 
definitions are viewed as general enough to handle various 
types of data and methods. Outliers are the data points that 
follow different patterns from the rest of the data: or data point 
that deviates so much from the other observations that they 
arise suspicion that they were generated by a different system 
or mechanism [2].  

Some philosophy argues that outliers should not be 
removed from the dataset because, as researchers, we should 
not pre-judge the data. In support of this, previous studies have 
found that when humans have a strong belief, they 
subconsciously seek out consistent belief information and 
discard information contradicting their beliefs [3]. Barnett and 
Lewis [4] define the outlier or anomaly as an observation 
subset of observation, which appears to be very inconsistent 
with the rest of that set of data. This type of observation is 
often a problem in analysis. They provided a comprehensive 
treatment of outliers, a list of 100 discordancy tests for 
detecting outliers in various distributions. Knorr and Ng [5] 
proposed a non-parametric outlier detection based approach to 
calculate the distance of every data point to its nearest 
neighborhood.  

Many outliers detection approaches have been proposed in 
recent decades. In one view of the field, an outliers detection 
method is classified into one of four detection types [6,7]: (a) 
distribution based; (b) distance based; (c) clustering based; 
and (d) density based. 

 In distribution based methods, the data object is 
considered as the outlier if the object deviates from a 
standard distribution (e.g., normal, Poisson, among 
others) [8]. The problem of the distribution based method 
is that the underlying distribution is often unknown, and, 
in real-world applications, the data may or may not follow 
the normal distribution.  

 The distance-based methods the outliers are detected on 
the bases of the distance to its nearest neighborhood, by 
computing the distances among all objects. An object in 
an unlabeled dataset is considered an outlier 

 To detect local outlier in a dataset with multiple clusters, a 
top number of kth nearest neighbors is proposed [11], in 
which the distance from an object to its kth nearest 
neighbor indicates the outlier rank of the object. The 
cluster-based methods detect outliers in the process of 
finding clusters. If the object doesn’t belong to any cluster 
is considered an outlier [12].  



 The density-based methods rely on the (LOF) Local 
Outlier Factor, the outliers are detected when the local 
density differs from its neighborhood. 

Hence, the outliers detection process can be classified as 
follows: given a set of data objects, find a specific number of 
data objects that are considerably dissimilar, and inconsistent 
with the rest data objects [30].  Moreover, there are various 
methods aimed at detecting outliers, and in one view, these 
methods are subdivided into two method classes: Univariate 
(boxplot) and Multivariate (Cook's distance). Understanding 
the nature of our method in this categorization will 
significantly affect the way we approach outliers.   
 With respect to a POS database, our philosophy of fraud 
detection and prevention by means of Data Mining is to search 
for suspicious transaction patterns by establishing complex 
combinations of transactions that support the detection of 
outliers. 

A. Univariate and Multivariate  

The univariate outlier data point is an extreme value that 
occurs within a single variable that can be found in the 
distribution of values in single feature-space [13] and should 
be contrasted with bivariate outliers and multivariate outliers. 
Multivariate outliers detection is a simultaneous statistical 
observation of more than one variable [14], and it is an 
important task in Mahalanobis distance estimation of the 
parameters. The method is a combination of unusual scores 
with a minimum of two variables. Both methods multivariate 
and univariate outliers detection can influence the outcome of 
statistical analyses [15]. 

According to Leys et al. [16], the literature in the domain 
of psychology showed that scholars primarily rely on two 
outliers detection methods. For univariate outliers, 
psychologists consider data points to be outliers if they are 
more extreme than the mean minus or plus the standard 
deviation multiplied by a constant, where this constant is 
normally 3, or 3.29 [10]. These endpoints are based on the 
observation when the data point is normally distributed, 
99.7% of the observation falls within 3 standard deviations 
from the mean, and 99.9% fall within 3.29 standard 
deviations. In order to detect multivariate outliers, most 
psychologists calculate the Mahalanobis distance [14] based 
on the detection of values too far from the centroid shaped by 
the majority of data points (e.g., 99%). Both univariate and 
multivariate methods of detecting outliers/anomalies the 
mean and standard deviation are heavily used. However, this 
is not always an ideal method, because as mean and standard 
deviation can be somehow influenced by the outliers they are 
instructed to detect. 

B. Normal distribution theory 

The normal distribution can be utilized for anomaly 
detection. Normally distributed data (metric) follows a set of 
probabilistic rules. Values that follow those rules are 
recognized as being regular while values that break them are 
irregular and indicating of anomalies [22].  In this view then, 
an outlier or anomaly is mainly an observation point that 
deviates significantly from a given norm, from the rest of the 
data, which does not comply with the general behavior [22]. 
A normal distribution fits the behavior of many natural 
phenomena when most of the data (dataset) aggregates tend to 
cluster around the mean in a symmetric fashion. The farther 
the data points are from the mean indicates their occurrence is 
less likely [18].  

The normal distribution parameters μ and σ, mean and 
variance, signify the centering and spread of the normal 
(Gaussian). It is seen that the density is always higher around 
the mean reducing rapidly with distance from it. Accordingly, 
the distribution p(x) is given by: 

𝐩(𝐱) = 𝐩(𝐱;𝛍, 𝛔𝟐) =
𝟏

√𝟐𝛑𝛔
𝐞𝐱𝐩 (−

(𝐱 − 𝛍)𝟐

𝟐𝛔𝟐
)      (1) 

where p(x) is the probability of x in Gaussian Distribution. A 
Gaussian Distribution Anomaly Detection Algorithm 
considers m data-points (instances) each with n selected 
features. The Mean parameter for each feature (j = 1 to n) is 
fit. 

𝛍 𝐣 =
𝟏

𝐦
∑𝐱𝐣

𝐢

𝐦

𝐣=𝟏

                                                                 (2) 

The Variance parameter for each feature (j = 1 to n) is fit. 
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                                                  (3) 

Given a new data-point, x = {x_1, x_2, … , x_j}, p(x) is 

given by  𝐩(𝐗) = ⋂ ∩ 𝐩(𝐱𝐣; 𝛍𝐣, 𝛔𝐣
𝟐)

𝐧

𝐣=𝟏
   (4) 

The standard deviation is vital to Data Mining, Pattern 
Recognition, and Data Cleansing for identifying outliers [18]. 
However, according to [25], the normal distribution method is 
susceptible to masking problems [24], where one outlier 
masks a second outlier if the second outlier can be considered 
as an outlier not in the presence of the first outlier. Thus, only 
after deleting the first outlier, the second outlier emerges as an 
outlier. According to Peña [30], outliers can make unlikely the 
convergence in linear regression problems with strong 
masking.  This limitation has been investigated by many [26], 
[27], [28].  

C. Z-SCORE ANALYSIS METHOD 

The Z-score of observation, also known as the standard 
score is a metric that measures how many standard deviations 
above or below the population from its sample's mean, and 
assuming a gaussian normal distribution, making the z-scores 
a parametric method [19], [20]. Z-score can be placed on a 
normal distribution curve. Z-score normalization is most 
known as a strategy of normalizing data that avoid outliers 
issue. Z-score ranges from -3 standard deviations, which 
should fall to the far left of the normal standard distribution 
curve up to +3 standard deviations, which should fall to the 
far right of the normal standard distribution curve [20]. Many 
times this value, ±3 is used as the critical level for outliers 
detection in univariate data.  

In order to use a z-score method, we need to know the 
mean μ and also the population normal standard deviation σ. 
The z-score. The outliers in the z-score are the data points that 
are in the tails of the distribution and, therefore, far from the 
mean. Z-Score 

z𝑖 =
(𝑥𝑖 − 𝜇𝑋)

𝜎𝑋

 

 where the xi is the value of observation in X, and 𝜇𝑋 and 
𝜎𝑋 are the mean and the standard deviation of X, respectively. 



After the parametric transformation to the normally 
distributed feature space has been made, the z-score of any 
data point xi can be calculated with the previous expression, 
and possible outliers can be detected as data points, zi below 
or above the selected outlier level ± zO. Now the absolute 
value of the potential outlier zi, 

|𝑧𝑖| > 𝑧𝑂 =
(|𝑥𝑂| − 𝜇𝑋)

𝜎𝑋

                                                    (5) 

where xO is the outlier threshold level in the original data 
set X.  

When using the z-score for several samples of the 
univariate data set, a common outlier threshold should be 
specified based on the characteristics of the whole population 
rather than the characteristics of the analyzed sample only 
[20],[29]. 

 

FIG. 1. NORMAL STANDARD DEVIATION CURVE WITH MEAN = µ AND 

STANDARD DEVIATION = Σ 

D. Z-SCORE ANALYSIS METHOD 

For multivariate data with several features of the 
observations (signals), outlier detection has more dimensions 
to analyze. In such a situation, one of the most common 
methods is to use the Mahalanobis distance (dM) [31] that 
accounts for the covariances of the features of the dataset. 
The Mahalanobis distance allows the combination of 2 or 
more features of the dataset in the outlier detection. 
Generally, dM for the observation x1i,…,xni in the space of n 
features X1, …, Xn , n ≥2  is calculated as 

𝑑𝑀 = √(𝑥𝑖⃗⃗⃗  − 𝜇𝑖⃗⃗  ⃗)
𝑇
∙ 𝑆−1 ∙ (𝑥𝑖⃗⃗⃗  − 𝜇𝑖⃗⃗  ⃗)    (5) 

 

FIG. 2. BOXPLOTS OF THE MAHALANOBIS DISTANCES 

where 𝑥𝑖⃗⃗⃗   is the n-dimensional vector of feature values of 
observation xi =x1i,…,xni,  𝜇𝑖⃗⃗  ⃗ is the corresponding vector of 
mean values of the features μi =μ1i,…,μni and    𝑆−1  is the 
inverse of the covariance matrix of features X1, …, Xn . Here 
it is useful to note the relationship of dM to Euclidean 
distance, is calculated as  

𝑑𝐸 = √(𝑥𝑖⃗⃗⃗  − 𝜇𝑖⃗⃗  ⃗)
𝑇
∙ (𝑥𝑖⃗⃗⃗  − 𝜇𝑖⃗⃗  ⃗)                                                            (6) 

where the only missing value from dM is the inverse 
covariance matrix 𝑆−1 accounting for the correlations 
between the features. 𝑑𝐸 gives a correct distance only if 
there is no correlation found among the features of the data.  

II. PROPOSED MODEL 

Outliers may indicate variability in measurement, novelty 

or experimental error.  Meaningless aberrations caused by the 

wrong measurement or systematic human recording errors 

constitute important information. It becomes imperative to 

analyze what outliers really mean prior to drawing 

conclusions about the data. Is it necessary to ignore them or 

to keep them?  Many data mining algorithms try to minimize 

the influence of outliers by their elimination without an 

understanding of how they arose.  Yet one problem’s noise 

could be another problem’s signal [23]. Thus, the outliers 

may be of particular interest, as in the case in fraud detection, 

where outliers may indicate fraudulent activities. According 

to the literature, any points deviating significantly from the 

Mean should be considered potential outliers [23]. 
In this study, we proposed an Outliers identification model 

to overcome the normal distribution method susceptibility 
limitation to masking problem and to screen data for outliers 
in the retail POS dataset.  The client sells non-brand names 
clothing and some accessories. The most expensive range in 
the Items category is from 40 to 55 USD, and the least 
expensive is as low as 2 USD. Some fraudulent patterns that 
can be perceived in the experimental POS data are 1 Pair of 
trousers. Summer shirts always sold between 50 USD to 75 
USD, and most of the time closer to 70 USD, never far from 
this number. Transactions of Trousers + Shirt that sold for 70 
USD follow the Normal Distribution method. 

Anomaly outliers detection is based on classifying all 
objects in the available data into two groups: normal 
distribution and outliers. Outliers, in this case, are the POS 
transactions that deviate far from the normal transactions and 
are considered potentially fraudulent. There are numerous 
variables in data that can be used for fraud detection but our 
study focuses on the following fraudulent behaviors. 

All transactions are registered from 9 am to 9 pm, 6 days 
a week except Friday, from 1 pm to 9 pm.  Sales peak from 2 
pm to 6 pm, except Friday, when sales peak from 10 am to 3 
pm.  There exist in the POS data: high volumes of purchase, 
high purchase velocity, transactions made shortly after doors 
closing, or purchases of cheap products in high volume.  
Another discerned pattern is that of a Customer, or an 
employee, who makes a transaction in one store in the 
morning and then attempts a transaction in a different store 
within a short time period.  

The cashier gives discounts on products that should only 
be reduced after a certain time of day. Small refunds carried 
are out by one cashier. Such examples of patterns should be 
flagged, and further authenticated. Other fraudulent cashiers’ 
retail schemes are not covered in this study, due to their 
complexity and dependence on physical surveillance to 
categorize them.  

We develop the enhanced normal distribution method 
using two independent dynamic variables from (0-1), giving 
the client the ability to fully or partially identify potential 
outliers (fraudulent transactions) in the dataset. Independent 



variable values are represented by 1 = normal distribution, the 
closest point to the mean with a small to non-percentage of 
outliers, and 0 = extreme outliers. Increasing the independent 
variable value to a number larger than 0 in the enhanced 
normal distribution method will identify the less extreme 
outliers in the extracted data.  Such less extreme outliers are 
normally undetected by the use of the standard normal 
distribution method. 

Our enhanced normal distribution method is illustrated in 
Equations (Eqn 1, 2, 3). The normal distribution has two 
parameters, usually denoted by µ and σ, mean and variance 
(Altman, 1995). The Probability density function Y1 of a 
normally distributed variable is shown next. 

𝑌1 =  𝑓(𝑥) =
1

𝜎√2𝜋
 ∗  𝑒

−
(𝑥−𝜇)2

2𝜎2    for − ∞ < 𝑥 < ∞      (7) 

The total area under the normal curve Y1 is equal to 1 and the 

Coefficient 
1

𝜎√2𝜋
  keeps the area under the curve = 1, but this 

will cause the value of the mean point to vary between 1 and 
0, while the objective is to keep the value at the mean point 
equal to 1. For these reasons, we remove the effect of the 
coefficient by multiplying the equation Y1 by the 
aforementioned coefficient to the power of -1. 

𝑌2 = (𝜎√2𝜋 𝑌1) =  𝜎√2𝜋 ∗ 
1

𝜎√2𝜋
 ∗   𝑒

−
(𝑥−𝜇)2

2𝜎2

= 
𝜎√2𝜋

𝜎√2𝜋
 ∗   𝑒

−
(𝑥−𝜇)2

2𝜎2    =   𝑒
−

(𝑥−𝜇)2

2𝜎2                                    (8)    

Which is continuous for all values of X between - ∞ and ∞ so 
that each conceivable interval of real numbers has a 
probability other than zero. - ∞ ≤ V ≤ ∞.  Lastly, we further 
modify the equation by adding a variable v, where 0 < v < ∞, 
to extend Y2 horizontally such that most of the values now 
reside closer to the mean, closer to 1. Values far from the 
mean point take on a lower value, such as 0.9, 08, 07, etc. 

𝑌3 =  (𝑌2)𝑣 = (  𝑒
−
(𝑥−𝜇)2

2𝜎2  )

𝑣

                                         (9) 

Fig 3 illustrates the shape of POS dataset when a value of 1 
is considered. 

 

Fig. 3. Shows sample of the POS dataset in normally distributed shape 

The main contribution of this study is the Normal 
Distribution Y3 that removes the Outliers extracting these 
from the POS dataset. Here, Y3 represents the Normal 
Distribution in the newly modified equation. 

In Fig. 4 and Table 1 samples of different transactions lie 
close or fall some standard deviations from the mean, as 
represented in a Gaussian distribution bell shape, identifying 
the extent of outliers in the POS dataset by using different 
variables from (0-1).  The shapes offer clients a dimensional 
vision of outliers and potential outliers. A client can run a 
further investigation to determine what transactions may be 
considered to be legitimate and potential outliers and those 
transactions caused by improper measurement and recording 
errors.  

 

Fig 4. Sample from different POS transactions fall close or more standard 
deviations from its mean 

Oversample data from the POS dataset, we measure the 
standard deviation of each category from the mean. However, 
we do not try to measure all categories but only those close to 
0, where the standard normal distribution method suffers 
masking problems, causing less extreme outliers to go 
undetected because of the presence of the most extreme 
values. The sample data included in Table 1 takes the 
following: mean = 800 KD; standard deviation = 250 KD, and 
transaction total price = 350 KD.  Thus by means of this 
analysis, any data object with less than or larger than 250 KD 
is considered an outlier. Of course, the degree of outliers 
fluctuates pursuant on the transaction amount. 

 

 

Table 1 shows the larger number the closer the curve to 
the mean. Thus, data objects with a value of 1 are closest to 
the mean. 

A.  Analysis of Results and Discussion 

The use of analytical experiments tests the value of the 
proposed enhanced normal distribution method. Here, we 

TABLE 1 DISTANCE TO THE MEAN  

Category Distance to the mean 

0 0.197898699 

0.1 0.723250242 

0.2 0.850441205 

0.4 0.983769521 

1 1 

 

 



evaluate the proposed detection method using a real POS 
dataset, not hypothetical data obtained from a local retailer.  
The experimented POS dataset includes records within two 
years that contain a total of 10 million POS transactions. Field 
values, dimensions, of this POS dataset include Chashier_id, 
store_id,  customer name, date and time, product name, 
category and UPD, item price, the total number of items sold, 
discount, total sale amount, etc. 

To provide a better understanding of the POS dataset, we 
use two categories 1. Shopping Season, 2. degree of an outlier. 
The Shopping season is categorized based on 1. Local Events, 
2. New Year, 3. Christmas, 4. Religious Event, 5. Weekend, 
6. WeekDay. The degree of the outlier ranges from 0-1. Two 
accuracy measures test the accuracy of the proposed method.  

We count the total number and the percentage of known 
outliers present among each category. Repeated transactions 
qualify as a suspicious transaction. Our first investigation is to 
look for repeated transactions with a value just above the 
acceptable threshold as offered by the retailer, e.g., using 
repeated transactions of small amount to avoid a single large 
transaction (one higher than 250 KD).  Such excessively 
frequent repeated small transactions that arise suspicion of 
anomaly in the retailer are marked to be filtered out.  Figs. 5 
and 6 illustrate a sample of extreme outliers on two separate 
and different occasions that were discovered by the proposed 
enhanced normal distribution method.  

 

Fig 5. Sample of extreme repeated purchases transactions during a local 

occasion 

Fig 5. follows the Normal Distribution shape to detect 
excessive repeated transactions during the two days of 
holiday: independence and liberation days. Extra yellow dots 
on the right tail of the distribution represent outliers from 
excessive repeated transactions above 250 KD. 

Fig 6. shows aa scatter plot to identify the excessive 
repeated transactions above the threshold during the new year 
holiday, i.e., data points that lie far away from the rest of the 
data point distribution. Such are colored in green-yellow that 
represent outliers from repeated transactions above 250 KD.  

Our next analysis is to count the total number of outliers 
and the percentage based on the season category shown in 
Table 1 and Table 2. 

 
 
According to the analysis results in Table 1, the highest 

number of fraudulent transactions occurred during local 
holidays such as Independence Day and Eid Holidays. 
Focusing further into the timing of these local holidays 
confirms that those local holidays were in the summer season 
when most sold items change prices frequently and sold at 
higher than the price they normally should be. 

B. ACCURACY BENCHMARK BETWEEN STANDARD NORMAL 

DISTRIBUTION VS. THE ENHANCED NORMAL 

DISTRIBUTION 

To bring out the usefulness of the proposed 
outliers/anomalies detection model, this section presents the 
experimental analysis results obtained on POS dataset. The 
general practice in our proposed enhanced normal distribution 
method is to overcome the masking limitation that exists in 
the standard normal distribution method and to identify the 
degree of outliers of each data object and to then arrange the 
data objects in decreasing order of their degree of outliers 
from 1 to 0. This detection or discovery process is also 
referred to as the “outlier ranking” introduced by some 
scholars in the literature. Since each method has its own 
strengths, it is of interest to know which method scores better 
accuracy, and which method reveals more outliers data. In this 
comparative analysis, we evaluate both methods, using a real 
POS dataset, not hypothetical data, obtained from a local 
retailer.  

The benchmark analysis should identify outliers by 
observing the main characteristics of objects in the dataset. 
The object that deviates from the mean is considered as an 
outlier. This technique of deviation-based outlier detection is 
counting the total number and percentage of outliers based on 
the deviation degree of outliers from (0-1), where data points 
closer to 0 are considered to be extreme outliers as shown in 
Tables 2 and 3. 

TABLE 2 OUTLIERS IDETIFICATION  PER SEASON USING 

ENHANCED NORMAL DISTRICTION  

Occasion No of Trax No of 

Outliers 

Perc % 

Local Events 1239003 
 

3662 49.23% 
 

Newyear 985200 

 

209 2.81% 

 

Chritmass 350013 

 

129 1.73% 

 

Religious 

Holidays 

1739030 

 
1304 17.53% 

 

Week End 1884902 

 
207 2.78% 

 

Week Days 3801852 

 
1927 25.91% 

 

Total 10000000 7438 100% 

 

 

Fig. 6. Sample of extreme repeated purchases transactions during new year 



 

 

The analysis in Table 2, and 3 reveals the standard 
distribution method strength and accuracy at detecting 
extreme outliers. Both the standard and the modified normal 

distribution methods perform similarly with respect to 
accuracy in identifying extreme outliers. The standard normal 
distribution method identified 2883 data points as extreme 
outliers. A similar number of extreme outliers are identified 
by the enhanced method. However, the standard normal 
distribution method hardly identifies outliers in lower 
categories, where the masking problem is a very apparent and 
clear limitation.  

According to the data revealed in Tables 5 and 6. The 
proposed enhanced normal distribution method has a certain 
superiority. It appears to be accurate at identifying both more 
extreme outliers as well as less extreme outliers.  Our analysis 
shows the highest number of fraudulent transactions fall in 
the category of 0, whereas the less extreme outliers fall at 
fewer standard deviations.  

III. CONCLUSION, CONTRIBUTION, AND 

FUTURE WORK 

It is accepted that most studies on anomalies detection 
originate in the field of statistics. Statistical methods have 
largely focused on data with a known distribution. Thus, their 
applicability to large real-world data is restricted. Identifying 
outliers remains an open topic in the field of anomalies 
detection. Studies are few which focus on capturing and 
characterizing the intrinsic data factors (known or unknown) 
behind these anomalies as well as their impacts on the data 
analysis results.  

As fraud schemes continue to evolve, businesses should 
be aware of the global trends to determine big data patterns 
to detect fraud. Effective fraud prevention must consider the 
specific context of the business. Data mining models address 
such a challenge by incorporating numerous context-
sensitive and business-specific nuances that can reject the 
most suspicious transactions, rather than by enforcing 
systematic and defensive broad-brush rules that can easily 
wind up blocking good transactions.  

The motivation of our study is to propose a viable solution 
to the Standard Deviation method masking problem and to 
expose different levels of outliers not simply to test the 
performance of the method. It is important to note that our 
enhanced Normal distribution equation has indicated 
performance limitations against large POS data with the need 
to reduce the size of the dataset. Another observation is that 
outliers detection using the enhanced normal distribution 
method shows signs of superiority in terms of accuracy over 
the common place standard normal distribution method. Yes, 
our experiments saw both methods convenient to use only in 
low dimensional feature space and over a small to a medium-
sized dataset.  

In future research, the use of outliers clustering-based 
methods such as K-means, DBscan, or Fuzzy C-means, must 
be explored to reduce the computational complexity of the 
task for large POS datasets. 

 
 

 

 

 

 

 

TABLE 2 DEVIATION MEASURES USING STANDARD NORMAL 

DISTRIBITON MEHTOD 

Category No of Outliers Percentage 

0 2883 97.80% 

 

0.1 16 0.54% 

 

0.2 11 0.37% 
 

0.3 9 0.31% 
 

0.4 7 0.24% 

 

0.5 1 0.03% 

 

0.6 4 0.14% 

 

0.7 7 0.24% 

 

0.8 6 0.20% 
 

0.9 4 0.14% 
 

Total  2948 100.00% 

 

 
TABLE 3 DEVIATION MEASURES USING ENHANCED NORMAL 

DISTRIBITON MEHTOD 

Category No of Outliers Percentage 

0 2927 39.35% 

 

0.1 1695 

 

22.79% 

 

0.2 743 
 

9.99% 
 

0.3 821 
 

11.04% 
 

0.4 255 

 

3.43% 

 

0.5 194 

 

2.61% 

 

0.6 213 

 

2.86% 

 

0.7 197 

 

2.65% 

 

0.8 237 

 

3.19% 

 

0.9 156 
 

2.10% 
 

Total 7438 100.00% 
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